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Current DB security concerns

Backup and Recovery

Access
Account usage
Failed login attempts

Activity
What are people doing?
What are they allowed to do?
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EM Architecture

Management 
Server

Users – httpsUsers – httpsUsers – https

Agent

Agent

Repository Database

Target Database

Target Database

Target Database
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How we can use EM10g

Out of the box security policies

User defined metrics

User defined reports
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Out of the box

169 Security policies



Increasing DB security with Enterprise Manager 10g

Customised monitoring

User defined metrics
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Customised reporting

User defined reports



Increasing DB security with Enterprise Manager 10g

Example

Logon and Privilege usage auditing

Local auditingLocal auditing Local auditing

Central audit store

User activity User activity

Analyse audit records

Alert at database level
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Example

Factors of concern
Logon auditing enabled?
DB auditing enabled?
Database space containing audit logs
Broken data transfer
Correct privileges being audited?
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Conclusion

Many useful out of the box features

Customisable
Define metric once, apply everywhere
Create Enterprise wide reports 

Highlights security concerns while providing 
framework for resolving them.



Increasing DB security with Enterprise Manager 10g

Q & A
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