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- = Backup and Recovery

Current DB security concerns

= Access
= Account usage
= Falled login attempts

= Activity
= What are people doing?
= What are they allowed to do?
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How we can use EM10g

= Qut of the box security policies

= User defined metrics

= User defined reports
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Arcess 10 DEA NOLES Wiew

P i Informational Security
Infarmational Seeurity
TAB P i Informational Security
Access to DEA USERS View Informational Security
Access to ROLE ROLE PRIVS View Informational Security
Access to STATSSSQLIENT Table  Informational Security
AT ¥ Informational Security
Table
Access to SYS AUDS Table Informational Security
Access to SYSLINKS Table Informational Security
Access to SYS SOURCES Table Informational Security
Access to SYS LISERS Tabla Infarmational Security
Access to SYS USER_HISTORYS  Informational Security
Table
Access to USER ROLE PRIVE View Infarmational Sacurity
Access to USER_TAB PRIVS View Informational Sacurity
Audit Fils Destination Ciitical Security
Audit Fils Destination(Windows) Critical Sacurity
ing of SY' i n Warning Security

Out

Ensures restricted access to DBA_ROLE_PRIVS view [3)

Ensures restricted access to DBA_SYS_PRIVS view [1)
Enswres restricted access to DBA_TAB_PRIVS view [T)
Ensures restricted access to DBA_USERS view [7)
Ensures restricted access to ROLE_ROLE_PRIVS view [3)
Ensures restricted access to STATSSSOLTEXT table [7)
Ensures restricted access to STATS350L_SUMMARY table (1)
Ensures restricted access to SYS AUDS table [7)

Ensures restricted access to LINKS table [T)

Ensures restricted access to SYS.S0URCES table [7)
Ensures restricted access to SYS USERS table [T)

Enswres restricted access to SYS.USER_HISTORYS table [3)
Ensures restricted access to USER_ROLE_PRIVS wiew [7)
Ensures restricted access to USER_TAB_PRIVS vew [T

Ensures that access to the audit files directory is restricted to th
awner of the Oracle software set and the DBA group. [T)

Ensures that access to the audit filas diractory is restnctad to th
awner of the Oracle software set and the DBA group. [T

Ensures sessions for users who connect as SYS are fully auditq
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Customised monitoring

= User defined metrics

| Comparison J Current
Select Details Name Type Last Known Value |Collection Timestamp Operator Warning Critical| Severity
P=Show Age of datafile backup NUMBER 30.985278 22-May-2008 09:33:53 MEST > 96 96 w
B-Show Age of redolog backup NUMBER 0.494444 22-May-2008 15:25:48 MEST > 6 12 w
B-Show Apex Version STRING 3 22-May-2008 15:25:51 MEST = v
B=Show Archive Graph NUMBER 75 22-May-2008 15:27:03 MEST = -1 -1 v
P=Show Audit sys privs enabled  NUMBER 0 22-May-2008 15:28:10 MEST I= 1 1 x
P Show audited_priv_count NUMBER ] 22-May-2008 15:25:49 MEST < 10 10 *
P Show Bad MVIEWS NUMBER 1 22-May-2008 09:20:37 MEST = v
P>Show DB auditing enabled NUMBER 0 22-May-2008 15:27:23 MEST I= 1 1 b
P=Show Last successful pingdb  NUMBER 0 22-May-2008 15:23:22 MEST = 0 0 w
B=Show Level 0 backup Graph NUMBER -1 22-May-2008 12:45:29 MEST < -1 -1 w
P=Show Level 1 backup Graph NUMBER -1 22-May-2008 09:57:35 MEST < -1 -1 w
P> Show Login audit trigger enabled NUMBER 1 22-May-2008 15:25:44 MEST I= 1 1 v
P=Show Login audit trigger exists NUMBER 1 22-May-2008 15:28:10 MEST I= 1 1 v
P> Show Max logswitch 24 hrs NUMBER 4 22-May-2008 15:25:50 MEST = %
B=Show MTTR NUMBER 36 22-May-2008 09:20:37 MEST = %
B=Show Rows in login audit NUMBER 275 22-May-2008 15:25:44 MEST = 100 100 »
- Show Schemas with no NUMBER 169 22-May-2008 09:33:53 MEST = 200 200 v
password profile
- Show Schemas with permanent UMBER 0 22-May-2008 09:20:37 MEST = v
temp ts

Pmrﬁgﬁﬂﬂ&gm NUMBER 0.33 22-May-2008 15:25:44 MEST I= 1 1 3
PShowm—eﬂm NUMBER 0 22-May-2008 15:27:23 MEST = 1 1 3
P> Show truncate_audit_job_broken STRING CONTAINS Y Y

P=Show truncate_audit_job_exists NUMBER 0 22-May-2008 15:28:10 MEST I= 1 1 x
P> Show Truncate_audit_last run  NUMBER = 7 10

| ienw Def|n|t|0n) Edit Deﬂnmon} Create leeJ Delete)
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= Logon and Privilege usage auditing

Alert at database level

User activity

N

User activity

1L A

Local auditing Local auditing Local auditing

nalyse audit records
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= Factors of concern
= Logon auditing enabled?
DB auditing enabled?
Database space containing audit logs
Broken data transfer
Correct privileges being audited?

Example
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- = Many useful out of the box features

Conclusion

= Customisable
= Define metric once, apply everywhere
= Create Enterprise wide reports

= Highlights security concerns while providing
framework for resolving them.
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